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Preface

Preface

Welcome to the Trend Micro™ ScanMail™ for Microsofi™ Exchange Administrator’s
Guide. This book contains basic information about the tasks you need to perform to
manage ScanMail to protect your Exchange servers. It is intended for novice and
advanced users of ScanMail who want to manage ScanMail.

This preface discusses the following topics:
. ScanMail Documentation on page x

« Audience on page x

* Document Conventions on page xi
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ScanMail Documentation

The product documentation consists of the following:

Online Help: Web-based documentation that is accessible from the product
console

The Online Help contains explanations about ScanMail features.

Installation and Upgrade Guide: PDF documentation that discusses
requirements and procedures for installing and upgrading the product

Administrator’s Guide: PDF documentation that discusses getting started
information and product management

Readme File: Contains late-breaking product information that might not be found
in the other documentation. Topics include a description of features, installation
tips, known issues, and product release history.

Knowledge Base: Contains the latest information about all Trend Micro products.
Other inquiries that were already answered area also posted and a dynamic list of
the most frequently asked question is also displayed.

http://esupport.trendmicro.com

ﬁ Note

Trend Micro recommends checking the corresponding link from the Update Center
(http://docs.trendmicro.com/en-us/enterprise/scanmail-for-microsoft-exchange.aspx) for
updates to the documentation.

Audience

The ScanMail documentation assumes a basic knowledge of security systems, including:

Antivirus and content security protection

Spam protection



http://esupport.trendmicro.com
http://docs.trendmicro.com/en-us/enterprise/scanmail-for-microsoft-exchange.aspx
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+  Network concepts (such as IP address, netmask, topology, LAN settings)

+  Various network topologies

. Microsoft Exchange Server administration

. Microsoft Exchange Server 2019, 2016 and 2013 server role configurations

. Various message formats

Document Conventions

The documentation uses the following conventions.

TABLE 1. Document Conventions

CONVENTION DESCRIPTION

UPPER CASE Acronyms, abbreviations, and names of certain
commands and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs,
and options

Italics References to other documents

Monospace Sample command lines, program code, web URLs, file

names, and program output

Navigation > Path The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

Configuration notes

ﬁ’ Note

Q Tip Recommendations or suggestions
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CONVENTION

DESCRIPTION

O Important
L

Information regarding required or default configuration
settings and product limitations

ﬂ WARNING!

Critical actions and configuration options




Part |

Introducing ScanMail and
Getting Started







@y Renn

Chapter 1

Introducing Trend Micro ScanMail for
Microsoft Exchange

Trend Micro™ ScanMail™ for Microsoff™ Exchange protects your Exchange mail servers.
Once installed, ScanMail can protect your servers from viruses/malware, Trojans,
worms, spywate/graywate and malicious URLs. ScanMail also sustains business and
network integrity by filtering spam messages and messages containing undesirable or
unwanted content. ScanMail notifications send timely alerts to administrators or other
designated individuals whenever significant system events or outbreak activities occur.

Topics include the following:

. System Requirements on page 1-2

. Whats New on page 1-6

«  Features and Benefits on page 1-8

. Veersion Comparison on page 1-17

*  How ScanMail Protects the Microsoft Exchange Environment on page 1-19

« About Uncleanable Files on page 1-23

. ScanMail Technology on page 1-23
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System Requirements

The following lists the system requirements for running Trend Micro™ ScanMail™ for
Microsofi™ Exchange .

ScanMail with Exchange Server 2019

The following table lists the system requirements for running ScanMail with Exchange
Server 2019.

TABLE 1-1. System Requirements for Installation with Exchange Server 2019

RESOURCE REQUIREMENTS

Processor - x64 architecture-based processor that supports Intel™
64 architecture (formally known as Intel EM64T)

«  x64 architecture-based computer with AMD™ 64-bit
processor that supports AMD64 platform

Memory 4GB RAM exclusively for ScanMail

Disk space 5GB free disk space
At least 30GB during installation

Operating System Microsoft™ Windows Server™ 2019 Standard or Datacenter
(64-bit)

ﬁ Note

For ScanMail deployment on Server Core edition,
Trend Micro recommends running installation package
on Windows Server with Desktop Experience feature
and deploy ScanMail remotely.

Mail Server Microsoft Exchange Server 2019 or above
Web Server «  Microsoft Internet Information Services (11IS) 10.0
Browser . Microsoft™ Internet Explorer™ 7.0 or above

. Mozilla Firefox™ 3.0 or above




Introducing Trend Micro ScanMail for Microsoft Exchange

RESOURCE REQUIREMENTS
MSXML 4.0 Service Pack 2 or above
.NET framework 4.7.2

ScanMail with Exchange Server 2016

The following table lists the system requirements for running ScanMail with Exchange
Server 2016.

TABLE 1-2. System Requirements for Installation with Exchange Server 2016

RESOURCE REQUIREMENTS

Processor «  Xx64 architecture-based processor that supports Intel™
64 architecture (formally known as Intel EM64T)

«  x64 architecture-based computer with AMD™ 64-bit
processor that supports AMD64 platform

Memory 1GB RAM exclusively for ScanMail
(2GB RAM recommended)

Disk space 5GB free disk space

Operating System +  Microsoft™ Windows Server™ 2016 Standard or
Datacenter (64-bit)

. Microsoft™ Windows Server™ 2012 R2 Standard or
Datacenter (64-bit)

~ Important

" You must also install Windows Server 2012 R2

Update (KB2919355 and KB2919442) with
Microsoft™ Windows Server™ 2012 R2.

. Microsoft™ Windows Server™ 2012 Standard or
Datacenter (64-bit)

Mail Server Microsoft Exchange Server 2016 or above
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RESOURCE REQUIREMENTS

Web Server «  Microsoft Internet Information Services (11S) 10.0
- Microsoft Internet Information Services (11S) 8.5

«  Microsoft Internet Information Services (11S) 8.0

Browser «  Microsoft™ Internet Explorer™ 7.0 or above

. Mozilla Firefox™ 3.0 or above

MSXML 4.0 Service Pack 2 or above

.NET framework 4.5 or later

ScanMail with Exchange Server 2013

The following table lists the system requirements for running ScanMail with Exchange
Server 2013.

TABLE 1-3. System Requirements for Installation with Exchange Server 2013

RESOURCE REQUIREMENTS

Processor «  x64 architecture-based processor that supports Intel™
64 architecture (formally known as Intel EM64T)

«  x64 architecture-based computer with AMD™ 64-bit
processor that supports AMD64 platform

Memory 1GB RAM exclusively for ScanMail
(2GB RAM recommended)

Disk space 5GB free disk space
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RESOURCE

REQUIREMENTS

Operating System

Microsoft™ Windows Server™ 2012 R2 Standard or
Datacenter (64-bit)

Q Important
Y

You must also install Windows Server 2012 R2
Update (KB2919355 and KB2919442) with
Microsoft™ Windows Server™ 2012 R2.

Microsoft™ Windows Server™ 2012 Standard or
Datacenter (64-bit)

Microsoft™ Windows Server™ 2008 R2 Standard with
Service Pack 1 or above (64-bit)

Microsoft™ Windows Server™ 2008 R2 Enterprise with
Service Pack 1 or above (64-bit)

Microsoft™ Windows Server™ 2008 R2 Datacenter RTM
with Service Pack 1 or above (64-bit)

Note
Microsoft Windows Server 2008 R2 is not supported.

Mail Server Microsoft Exchange Server 2013 SP1 or above
Web Server «  Microsoft Internet Information Services (11S) 8.5
+  Microsoft Internet Information Services (I1S) 8.0
«  Microsoft Internet Information Services (11S) 7.5
Browser «  Microsoft™ Internet Explorer™ 7.0 or above
+  Mozilla Firefox™ 3.0 or above
MSXML 4.0 Service Pack 2 or above

.NET framework

4.5 or later
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Cluster Installations

The following lists supported cluster environments:
+  Exchange Server 2019 with Database Availability Group (DAG) model
+  Exchange Server 2016 with Database Availability Group (DAG) model

Exchange Server 2013 with Database Availability Group (DAG) model

ScanMail Integration with Trend Micro Products

You can optionally integrate ScanMail with other Trend Micro products. The following
table outlines the supported products and versions.

TABLE 1-4. Integrated Trend Micro Product Support

TREND MiCRO PRODUCT SUPPORTED VERSIONS
Trend Micro Apex Central™ 2019
Smart Protection Server « 3.0 0rabove

OfficeScan Server Integrated Smart
Protection Server

Deep Discovery Advisor «  2.92or later
Deep Discovery Analyzer +  5.00rlater
6.0 or later

What’s New

The following table lists the new features available in each release.
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TABLE 1-5. New Features

in 14.0 Patch 3

FEATURE

DESCRIPTION

Integration with Cloud
App Security

This version provides integration with Trend Micro Cloud App
Security to enable administrators to manage quarantined
email messages of ScanMail from Cloud App Security
administration web console.

TABLE 1-6. New Features

in 14.0 Patch 2

FEATURE

DESCRIPTION

Integration with Cloud
App Security

This version provides integration with Trend Micro Cloud App
Security to enable administrators to view policy violation logs
of ScanMail from Cloud App Security administration web
console.

TABLE 1-7. New Features

in 14.0

FEATURE

DESCRIPTION

Exchange Server 2019
Support

This version fully supports protection for Microsoft Exchange
Server 2019 running on Windows Server 2019.

Log forwarding to SIEM

This version provides sending security risk, policy violation,
spam and audit logs to the popular Security Information and
Event Management (SIEM) platforms.

Updated URL-Time-of-
Click Filter

This version enables you to add specific recipients as URL
Time-of-Click protection target.

Improved Summary
Screen

This version updates the Summary screen to provide details
in-a-glance, and enables you to view Summary data and
graph in a scope of last 30 days by default. You can also view
details by selecting last 7 days or Today to view current day's
data.

Updated Attachment
Blocking Filter

This version enables you to block all password protected
Microsoft Office documents and compressed files.
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FEATURE

DESCRIPTION

Apex Central Support This version of ScanMail replaces Trend Micro Control

Manager with Trend Micro Apex Central to provide capability
to control antivirus and content security programs from a
central location regardless of the program’s physical location
or platform.

Features and Benefits

ScanMail provides the following features and benefits.

Web-based Product Console

Use SSL to access remote servers through a secure product console.

Installation and Support

TABLE 1-8. Installation and Support

FEATURE BENEFITS
Fast and - Install to a single or multiple Microsoft Exchange servers using a
Simple single installation program.
Installation .

Install to cluster environments.

Cluster Cluster Support
Support

PP Exchange 2019:

Database Availability Group (DAG)
Exchange 2016:
Database Availability Group (DAG)

- Exchange 2013:
- Database Availability Group (DAG)
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Antivirus Features and Scan Types

TABLE 1-9. Antivirus Features and Scan Types

FEATURE BENEFIT

Powerful and Creative SMTP scanning (Transport scanning) and store level
Antivirus Features scanning.

+  Quickly scan messages using multi-threaded in-memory
scanning.

- Detect and take action against viruses/malware, Trojans,
and worms.

+  Detect and take action against spyware/grayware.

+  Use true file type recognition to detect falsely labeled
files.

. Use Trend Micro recommended actions or customize
actions against viruses/malware.

. Detect all macro viruses/malware and remove them or
use heuristic rules to remove them.

+  Advanced Threat The Advanced Threat Scan Engine (ATSE) uses a

Scan Engine combination of pattern-based scanning and heuristic scanning
(ATSE) to detect document exploits and other threats used in targeted
attacks.
« IntelliTrap This version of ScanMail incorporates IntelliTrap technology.

Use IntelliTrap to scan for packing algorithms to detect packed
files. Enabling IntelliTrap allows ScanMail to take user-defined
actions on infected attachments and to send notifications to
senders, recipients, or administrators.

+ A Category for ScanMail separates the unscannable message count from the
Unscannable virus/malware count. Unscannable files can be encrypted
Message Parts email message, encrypted files, password protected files, files

that fall outside of the Scan Restriction Criteria, unsupported
or corrupted files.
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FEATURE BENEFIT
Manual Scan and ActiveUpdate does not interrupt Manual Scan or Scheduled
Scheduled Scan Scan.

These pages appear only for Mailbox server roles. ScanMail
provides three incremental scan options:

+  Scan messages delivered during a time period
+  Scan messages with attachments

+  Scan messages that have not been scanned by ScanMail

Smart Scan Smart scan moves security capabilities from the server to the
cloud.

An integral part of the Trend Micro Smart Protection Network,
Smart Scan provides the following benefits:

+  Fast, real-time security status lookup capabilities in the
cloud

+  Reduces the overall time it takes to deliver protection
against emerging threats

+  Lowers memory consumption on endpoints

Updates +  Receive scheduled or on-demand component updates
and customize your update source.

Multiple Scan Filters

TABLE 1-10. Multiple Scan Filters

FEATURE BENEFITS

Attachment Blocking - Block named attachments or block attachments by true
file type, file extension, or file name.

«  Active Directory integrated exception rules
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FEATURE

BENEFITS

Content Filtering

Use rule-based filters to screen out message content
deemed to be offensive or otherwise objectionable.

Active Directory integrated policies
Content Filtering Logs

This version of ScanMail displays the keyword in content
filtering logs when there is a match.

Note

If the keyword or regular expression is too long to
display, logs display truncated information.

Data Loss Prevention

Use rule-based filters to detect, filter, and mask sensitive
data before it transmits out of the network.

Select from over 100 predefined templates and data
identifiers, or create customized expressions and keyword
lists to meet company-specific mandates.

Create customized rules to block, mask, log, and delete
sensitive data transmitting across the network.

Create Data Loss Prevention policies and deploy to
ScanMail servers from Apex Central to ensure that
company-wide policies remain consistent across all
servers.
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FEATURE BENEFITS

Spam Prevention Rules | +  Use spam prevention filters with adjustable sensitivity
levels to screen out spam while reducing falsely identified
messages.

«  End User Quarantine (EUQ) with Spam Confidence Level
(SCL)

This version of ScanMail provides "Integrate with Outlook
Junk E-mail" and "Integrate with End User Quarantine"
solutions. You can select either solution during
installation.

«  Junk E-Mail folder

In this version of ScanMail, you can select to send
detected Spam messages to the standard Outlook folder.
The creation of a separate Spam folder is no longer

necessary.
Advanced Spam The Advanced Spam Prevention includes Business Email
Prevention Compromise (BEC) technology that detects a probable scam

or attack using email messages that appear to be from a high
profile user, such as, a corporate user from the executive
team.
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FEATURE BENEFITS
Web Reputation «  This version of ScanMail leverages Web Reputation
technology, which evaluates the integrity of all requested
web pages.

+  Web Reputation features help ensure that the pages that
users access are safe and free from web threats, such as
malware, spyware, and phishing scams that are designed
to trick users into providing personal information.

+ Web Reputation blocks web pages based on their
reputation ratings. It queries Trend Micro servers for
these ratings, which are correlated from multiple sources,
including web page links, domain and IP address
relationships, spam sources, and links in spam
messages. By obtaining ratings online, Web Reputation
uses the latest available information to block harmful
pages.

+  Web Reputation helps deter users from following
malicious URLs when the feature is enabled. Web
reputation queries Trend Micro servers for the reputation
rating when an email message with a URL in the
message body or message attachment is received.
Depending on the configuration, Web Reputation can
quarantine, delete, or tag the email message with URLSs.

URL Time-of-Click The URL Time-of-Click Protection rewrites the URLs in the
Protection email message body during scanning the message, and
analyze these URLs only when the message recipient clicks
on these URLs.

Search & Destroy Search & Destroy provides administrators the ability to search
and remove mailbox components (for example, email
messages, meetings, tasks) containing undesirable content
from Exchange mailbox servers.

ﬁ’ Note

The Search & Destroy menu only appears after
configuring the Search & Destroy Administrator or
Search & Destroy Operator roles.
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FEATURE BENEFITS
Virtual Analyzer Administrators can leverage the Virtual Analyzer in Deep
integration Discovery Advisor or Deep Discovery Analyzer to evaluate

files and URLs. ScanMail sends the suspect files or URLs to
Virtual Analyzer which then performs content simulation and
analysis in an isolated virtual environment to identify
characteristics commonly associated with many types of
malware.

After Virtual Analyzer completes the analyses, ScanMail
receives a report indicating the risk level of the file or URL.
Administrators can configure ScanMail to perform specific
actions on analyzed files or URLs based on the company’s
security level policy.

TABLE 1-11. Email Message Flow Protection

INBOUND | OUTBOUN | INTERNAL
FEATURE DETAILS
EMAIL D EmMAIL EMAIL

Security Risk v v v Enabled by default on both

Scan inbound and outbound
messages.

Attachment v v v Supports specific sender(s)/

Blocking recipient(s) configuration.

Content v v v Supports specific sender(s)/

Filtering recipient(s) configuration.

Data Loss v v v Configurable, and enabled for

Prevention outbound messages by default.

Supports specific sender(s)/
recipient(s) configuration.

Spam v v v

Prevention

Advanced 4 v v Protection against Business
Spam Email Compromise (BEC) by
Prevention Writing Style feature works only

for Inbound messages.
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EERTURE INBOUND | OUTBOUN | INTERNAL D
EmAIL D EmMAIL EmAIL

Web v v 4
Reputation
URL Time-of- v Supports configuring feature for
Click specific recipient(s).
Protection
External (%4
Disclaimer
Virtual v v 4 Configurable, and enabled for
Analyzer inbound messages by default.
integration
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Informative Monitoring Tools

TABLE 1-12. Informative Monitoring Tools

FEATURE BENEFITS

Notifications ScanMail can automatically send notifications when it does the
following:

- Detects and takes action against a virus or other threat
detected in an email message

«  Blocks an infected attachment

+  Detects suspicious URLs

«  Filters out undesirable content from an email message
+  Detects a significant system event

«  Detects virus/malware outbreak conditions

+  ScanMail can notify designated individuals during real-
time, manual, or scheduled scanning.

ﬁ’ Note

For correct resolution of ScanMail notifications with
Simple Network Management Protocol (SNMP), you
can import the Management Information Base (MIB) file
to your network management tools from the following
path in the ScanMail installation directory:

trend smex v2.mib.

Informative and Timely |+  Keep up-to-date using activity logs that detail significant
Reports and Logs events

«  Send or print graphical reports

Quarantine +  Set ScanMail to quarantine suspicious email messages

«  Query logs for quarantine events and resend quarantined
messages when you decide they are safe
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Version Comparison

The following table lists versions of ScanMail and the features for each:

TABLE 1-13. ScanMail Version Comparison

SUPPORT

ScANMAIL 12.x

ScANMAIL 14.x

Operating System
Version

Microsoft™ Windows
Server™ 2008 R2
Standard with Service
Pack 1 or above (64-bit)

Microsoft™ Windows
Server™ 2008 R2
Enterprise with Service
Pack 1 or above (64-bit)

Microsoft™ Windows
Server™ 2008 R2
Datacenter RTM or above
(64-bit)

Microsoft™ Windows
Server™ 2012 Standard
or Datacenter (64-bit)

Microsoft™ Windows
Server™ 2012 R2
Standard or Datacenter
(64-bit)

Microsoft™ Windows
Server™ 2016 Standard
or Datacenter (64-bit)

Microsoft™ Windows
Server™ 2008 R2
Standard with Service
Pack 1 or above (64-bit)

Microsoft™ Windows
Server™ 2008 R2
Enterprise with Service
Pack 1 or above (64-bit)

Microsoft™ Windows
Server™ 2008 R2
Datacenter RTM or above
(64-bit)

Microsoft™ Windows
Server™ 2012 Standard
or Datacenter (64-bit)

Microsoft™ Windows
Server™ 2012 R2
Standard or Datacenter
(64-bit)

Microsoft™ Windows
Server™ 2016 Standard
or Datacenter (64-bit)

Microsoft™ Windows
Server™ 2019 Standard
or Datacenter (64-bit)
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SUPPORT

ScANMAIL 12.x

ScANMAIL 14.x

Minimum Exchange
Version

Microsoft™ Exchange
Server 2010 with Service
Pack 3

Microsoft™ Exchange
Server 2013 with Service
Pack 1

Microsoft™ Exchange

Microsoft™ Exchange
Server 2013 with Service
Pack 1

Microsoft™ Exchange
Server 2016

+  Microsoft™ Exchange
Server 2019

Server 2016
Scan Mechanism Microsoft™ Exchange Microsoft™ Exchange
Server 2010: Server 2013/2016/2019:
VSAPI 2.6 Exchange Web
Service
Transport Agent !
«  Transport Agent
Microsoft™ Exchange P S
Server 2013/2016:
+  Exchange Web
Service
Transport Agent
Transport Level Real- | Yes Yes
Time Scan
Quarantine Manager | Yes Yes

Active Message Filter

Integrated as delete function
for inbound and outbound
messages

Integrated as delete function
for inbound and outbound
messages

Notification

Collaborative Data Object

«  Collaborative Data Object
EX

Exchange Web Service

Collaborative Data Object

+  Collaborative Data Object
EX

Exchange Web Service

Manual Scan/
Scheduled Scan

Yes

Yes
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How ScanMail Protects the Microsoft
Exchange Environment

Trend Micro recognizes the unique dangers posed by security threats to Microsoft
Exchange servers. Trend Micro designed ScanMail to protect Exchange from these
numerous and diverse security risks. ScanMail uses a filtering strategy to protect
Exchange. ScanMail subjects the email message to each filter in the following order:

. Spam Prevention

+  Advanced Spam Prevention

. Data Loss Prevention

+  Content Filtering

+  Attachment Blocking

+  Security Risk Scan (advanced threat scan)
*  Web Reputation

In addition, ScanMail provides notifications and log queries to assist administrators to
monitor and react to security risks.

TABLE 1-14. How ScanMail Protects the Microsoft Exchange Environment

FEATURE DESCRIPTION

Spam Prevention Email Reputation

ScanMail includes Email Reputation, which allows you to
block spam messages before they enter the network.

Content Scanning

ScanMail uses the Trend Micro spam engine and spam
pattern file to screen out spam messages before they are
delivered to the Information Store. Administrators can create
approved and blocked senders lists if End User Quarantine is
enabled. If End User Quarantine is enabled, end users can
create their own lists of approved senders.
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FEATURE DESCRIPTION
Advanced Spam The Advanced Spam Prevention provides configuring
Prevention ScanMail for Business Email Compromise (BEC) to detect a

probable scam or attack using email messages that appear
to be from a high profile user, such as, a corporate user from
the executive team. You can also configure the whole internal
domain of senders for BEC to scan for probably scam or
attack.

The Advanced Spam Prevention also provides option to
select Conservative or Aggressive mode for scanning. The
Aggressive Mode requires Virtual Analyzer to scan content in
an isolated virtual environment, while the Conservative Mode
scans content using other methods in the absence of Virtual
Analyzer.

Data Loss Prevention ScanMail can filter content for sensitive information in
different message parts based on policies set by the
administrator. ScanMail filters outgoing email messages and
can perform specific actions on email messages that contain
sensitive information.

Content Filtering ScanMail can filter content in a message header, subject,
body, and/or attachment based on policies set by the
administrator. ScanMail filters incoming and outgoing email
messages and can perform specific actions on email
messages that contain undesirable content in the message
body or attachments.

Attachment Blocking ScanMail can block undesirable attachments according to
administrator-defined types or specific names. During
scanning, ScanMail can replace the detected file with a text
message and then deliver the message to the intended
recipient.
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FEATURE

DESCRIPTION

Security Risk Scan

Security risk scan employs one of the following scan engines:

- Security risk scan uses the latest version of the Trend
Micro VSAPI scan engine to detect viruses/malware,
spyware/grayware, worms, Trojans, and other malicious
code. The Trend Micro scan engine uses pattern
recognition and rule-based technologies to scan all
incoming and outgoing messages for viruses/malware
and other security risks in real time or on-demand.

- Security risk scan uses the Advanced Threat Scan
Engine (ATSE) which employs a combination of pattern-
based scanning and heuristic scanning to detect
document exploits and other threats used in targeted
attacks. Administrators can configure ScanMail to send
suspicious files to Virtual Analyzer for further analysis.

The Advance Threat Scan Engine also uses Predictive
Machine Learning to query Trend Micro's cloud service
when doing virus scanning for some files, such as,
Windows executable file (PE) and script files. In contrast
to traditional signature based malware detections,
Predictive Machine Learning has more ability to detect
malware variants.

Web Reputation

ScanMail queries Trend Micro rating servers and for the
reputation rating when an email message with URLs in the
message subject, body, or attachment arrives, before delivery
to the information store.

ScanMail also optionally queries Trend Micro Deep Discovery
Analyzer server for advanced threats detection when an
email message with URLs could not be rated by Trend Micro
rating servers.

However, administrators can enable approved list and bypass
internal domain URLs to avoid scanning trusted URLs.

URL Time-of-Click
Protection

The URL Time-of-Click Protection enables you to configure
ScanMail to rewrite the URLs in the email message body
during scanning, and analyze these URLs only when the
message recipient clicks on these URLs.
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FEATURE DESCRIPTION

Real-time Scan ScanMail guards possible virus/malware entry points with
real-time scanning of all incoming and outgoing messages,
SMTP messages, documents posted on public folders, and
files replicated from other Microsoft Exchange servers.
During real time scanning, ScanMail takes actions against
security risks according to the administrator’s configurations.

Manual/Scheduled ScanMail performs manual and scheduled scanning on
Scans demand according to a manual prompt or schedule. On
demand scanning eliminates viruses/malware from inside the
Information Store databases, eradicates old virus/malware
infections, and minimizes the possibility of reinfection. When
performing a manual or scheduled scan, ScanMail takes
actions against security risks depending on the
administrator’s configurations.

ScanMail allows the selection of individual Stores for
scanning. For example, you can use this option to provide
security risk scan and content security for a particular storage
groups’ databases, rather than for all storage groups.

Alerts and notifications ScanMail can send alerts about outbreaks and significant
system events. Outbreak alerts notify administrators when
the number of detected security risks exceeds a set number.
This enables administrators to react quickly to security
breaches in their Exchange environment.

Reports and logs ScanMail provides logs and reports to keep administrators
informed about the latest security risks and system status.
ScanMail logs significant events such as component updates
and scan actions. Administrators can query these events to
create log reports providing current and detailed information
about the security of the Exchange environment.

ScanMail can generate reports for system analysis that can
be printed or exported.
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About Uncleanable Files

When ScanMail cannot successfully clean a file, it labels the file "uncleanable" and
petforms the user-configured action for uncleanable files. The default action is "Replace
with text/file". ScanMail records all viruses/malware events and associated courses of
action in the log file.

Some common reasons why ScanMail cannot perform the clean action are as follows:

. The file contains a Trojan, worm, or other executable program. To stop an
executable from executing, ScanMail must completely remove it.

+  ScanMail does not support the compression format used to compress the file. The
scan engine only cleans files compressed using pkzip and only when the infection
is in the first layer of compression.

. An unexpected problem prevents ScanMail from cleaning,

ScanMail Technology

The Trend Micro scan engine and spam engine detect viruses/malware and other
security threats and screen out spam messages. These engines rely on the latest pattern
files supplied by TrendLabs™ and delivered through ActiveUpdate servers or a user-
configured update source.

Trend Micro Scan Technology

ScanMail allows administrators to choose the level of malware detection that is
appropriate for the company’s security policy. Administrators configure the security level
ScanMail provides by configuring the scan engine and any further analyses necessary.

The following table outlines the scanning technology available in ScanMail.
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TABLE 1-15. Scanning Technology

SCAN TECHNOLOGY DESCRIPTION

Virus Scan Engine The standard malware scan engine available in ScanMail.

The Virus Scan Engine employs pattern matching and
heuristic scanning technology to identify threats before
malware can infect a system.

Advanced Threat Scan Advanced Threat Scan Engine performs aggressive
Engine (ATSE) heuristic scanning to check files for less conventional
threats, including document exploits. Some detected files
may be safe and should be further observed and analyzed
in a virtual environment.

Advanced Threat Scan Engine enhances the features
provided by the Virus Scan Engine.

For more information on Advanced Threat Scan Engine
configuration, see Configuring Security Risk Scan Targets
on page 7-7.

Virtual Analyzer Virtual Analyzer performs content simulation and analysis
in an isolated virtual environment to identify characteristics
commonly associated with many types of malware. In
particular, Virtual Analyzer checks if files or URLs attached
to messages contain exploit code. Although many files or
URLs do not include executable data, attackers find ways
to cause such files or URLs to exploit vulnerabilities in
programs and operating systems that run them. Because
of this, sending malicious files or URLSs to target users has
become an effective way for attackers to compromise
systems.

ﬁ Note

Virtual Analyzer is a separately licensed product that
provides unique security visibility based on Trend
Micro's proprietary threat analysis and
recommendation engines.

For more information on Virtual Analyzer settings, see
Configuring Virtual Analyzer on page 16-1.
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Scan Engine Updates

Trend Micro periodically makes new scan engine versions available. New engines are
released, for example, when:

. Trend Micro incorporates new detection technologies into the software

+ A new, potentially harmful, virus/malware is discovered that cannot be handled by
the current engine

+  Scanning performance is enhanced

«  Supportt is added for additional file formats, sctipting languages, encoding, and/or
compression formats

To view the version number for the most current version of the scan engine, visit:

http://www.trendmicro.com

To view the version of the scan engine that ScanMail is currently using, open the
product console and view Summary > System.

Tip

Trend Micro recommends frequently updating your scan engine. Scheduled updates can be
used to conveniently and regulatly update ScanMail components.

The Trend Micro Pattern Files

The Trend Micro scan engine uses an external data file, called the virus pattern file, to
identify the latest security risks.

You can view the most current version, release date, and a list of all the new definitions
included in the file from the following website:

http://www.trendmicro.com/download/pattern.asp

To view the version of the pattern file that ScanMail is currently using on your ScanMail
server, open the product console and view Summary > System.
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v
Trend Micro recommends frequently updating your pattern files. Scheduled updates can be
used to conveniently and regularly update ScanMail components.

Pattern File Numbering

To allow you to compare the current pattern file in your software products to the most
current pattern file available from Trend Micro, pattern files have a version number.

The pattern file numbering system uses 7 digits, in the format xx.xxx.xx.
For the pattern file number 1.786.01:

+  The first digit (1) indicates the new numbering system. (The second of two digits in
this segment of the pattern file identifier will not be utilized until the number
increases from 9 to 10.)

+  The next three digits (786) represent the traditional pattern file number.

+  The last two digits (01) provide additional information about the pattern file
release.

How the Scan Engine Works with the Pattern File

The scan engine works together with the pattern file to perform the first level of
detection, using a process called pattern matching. When the engine finds a match, it
sends a notification through an email message to the system administrator.

ﬁ Note

The scan engine includes an automatic cleanup routine for old pattern files (to help manage
disk space).

About ActiveUpdate

ActiveUpdate provides the latest downloads of all ScanMail components over the
Internet.
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ActiveUpdate does not interrupt network services, ot require you to reboot your

computers. ScanMail can receive updates on a regularly scheduled interval or through
manual updates.

Incremental Updates of the Pattern File

ActiveUpdate supports incremental updates of the pattern file. Rather than download
the entire pattern file each time, ActiveUpdate can download only the portion of the file
that is new, and append it to the existing pattern file. This efficient update method can
substantially reduce the bandwidth needed to update your antivirus software.

Configure ScanMail to use ActiveUpdate and incremental updates to decrease the time
spent updating;

Using ActiveUpdate with ScanMail

You can configure ScanMail to use the ActiveUpdate server as a source for manual and
scheduled component updates. When it is time for the component update, ScanMail
polls the ActiveUpdate server directly. ActiveUpdate determines if an update is available,
and ScanMail downloads the updates if they are available.

For a more efficient download in a multi-server environment, configure ScanMail to allow

other servers to download updates from it. This makes ScanMail a virtual ActiveUpdate
server for other servers in your environment that receive incremental updates.

IntelliScan™

IntelliScan optimizes scanning performance by examining file headers using true file
type identification and scanning only file types associated with malware risks. With true
file type identification, IntelliScan identifies files disguised using false extension types.

IntelliScan provides the following benefits:

+  Performance optimization: Using minimal system resources, IntelliScan does not
affect the performance of crucial applications running on the host.
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. Shorter scanning period: Using true file type identification, IntelliScan only scans
files vulnerable to infection, significantly reducing scan times.

IntelliTrap

Virus writers often attempt to circumvent virus filtering by using real-time compression
algorithms. IntelliTrap helps reduce the risk of such viruses entering the network by
blocking real-time compressed executable files and pairing them with other malware
characteristics. Because IntelliTrap identifies such files as security risks and may
incorrectly block safe files, consider quarantining (not deleting or cleaning) files after
enabling IntelliTrap. If users regularly exchange real-time compressed executable files,
disable IntelliTrap.

IntelliTrap uses the following components:
+  Virus Scan Engine
. IntelliTrap Pattern

+  IntelliTrap Exception Pattern

Trend Micro ActiveAction™

ActiveAction identifies virus/malware types and recommends actions based on how
each type invades a computer system or environment. ActiveAction categorizes
malicious code, replication, and payload types as viruses/malware. When a scan detects a
vitus or malwate threat, it takes the recommended action on the virus/malwate type to
protect the environment's vulnerable points.

Q Tip

Trend Micro recommends using ActiveAction for users who are not familiar with the

available scan actions or are not sure which scan action is suitable for a certain type of
virus/malware.

Using ActiveAction provides the following benefits:
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+  Time saving and easy to maintain: ActiveAction uses scan actions
recommended by Trend Micro. Users do not have to spend time configuring the
scan actions.

«  Updateable scan actions: Virus/malware writers constantly change the way
viruses/malware attack computers. Trend Micro updates ActiveAction settings in
each new pattern file to protect clients against the latest threats and the latest
methods of virus/malware attacks.

About Hot Fixes, Patches, and Service Packs

After an official product release, Trend Micro often develops hot fixes, patches, and
service packs to address outstanding issues, enhance product performance, and add new
features.

The following is a summary of the items Trend Micro may release:

+  Hot Fix: a work-around or solution to customer-reported issues.

+  Patch: a group of security patches suitable for deployment to all customers.
+  Service Pack: significant feature enhancements that upgrade the product.

Your vendor or support provider may contact you when these items become available.
Check the Trend Micro website for information on new hot fix, patch, and service pack
releases:

http:/ /www.trendmicro.com/download

All releases include a readme file that contains installation, deployment, and
configuration information. Read the readme file carefully before performing installation.

Enterprise Protection Strategy

Trend Micro Enterprise Protection Strategy (EPS) was designed to help you manage all
aspects of an outbreak life cycle, beginning with assessing a potential vulnerability and
ending with restoration of systems after a threat is cleaned from your environment.

The Enterprise Protection Strategy is available for customers running Microsoft
Windows.
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ﬁ Note

For the additional information on the Enterprise Protection Strategy, visit the Trend Micro
website at:

http://www.trendmicro.com

Outbreak Prevention Services

Outbreak Prevention Services (OPS) are Trend Micro services that you can take
advantage of using Apex Central. It allows enterprises to take proactive steps against
new security risks before the necessary virus pattern files are available. By bridging the
gap between threat notification and virus pattern delivery, enterprises can quickly
contain virus outbreaks, minimize system damage, and prevent undue downtime.

OPS is a key component of the Trend Micro Enterprise Protection Strategy (EPS) - the
culmination of a research initiative that identified best practices for preventing or
deflecting potentially damaging virus attacks. This study was brought on by the apparent
failure of conventional security measures to defend against new generation security risks,
such as CodeRed and Nimda.

Trend Micro created Outbreak Prevention Services to address concerns at each stage of
the life cycle. OPS harnesses the three core strengths of Trend Micro:

+  Enterprise-class antivirus and content security products

«  TrendLabs, the Trend Micro ISO-certified virus research and technical support
center

+  Partnerships with best-of-breed network security vendors and brings them together
in a single powerful interface: Trend Micro Apex Central. With OPS, Apex Central
provides answers to the following key security questions:

. Am I under attack?

+  Can my system handle the attack?

+  How should I respond to the attack?
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Chapter 2

Getting Started with ScanMail

This chapter explains how to register and activate ScanMail and describes the update
process.

Topics include:
« Getting Started on page 2-2

Understanding the Product Console on page 2-2
« ScanMail Registration on page 2-9

. ScanMail Activation on page 2-11

« About ScanMail Updates on page 2-17
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Getting Started

After installing ScanMail, there are a number of tasks administrators can perform to

ensure that everything is set up and working propetly.

Procedure

1. Open the ScanMail product console.

2.  Configure ScanMail to recognize an existing proxy server (if not completed during
Setup).

3. Activate other ScanMail installed modules.

4.  Register ScanMail to work with Trend Micro Apex Central (if not completed during
Setup).

5. Perform an immediate update of ScanMail pattern files and scan engines.

6.  Schedule automatic pattern file and scan engine updates.

7. Obtain the EICAR test file to confirm that the installation is working.

Understanding the Product Console

Access and control ScanMail through the intuitive product console. Use the product

console to manage multiple Exchange servers and remote servers from any endpoint on

the network. The ScanMail product console is password protected, ensuring that only

authorized administrators can modify ScanMail settings. Administrators can view the

product console from any endpoint on the network that is running a supported browser.

Viewing the Product Console on a Local Server

Procedure

1.

Click Start > Programs > Trend Micro ScanMail for Microsoft Exchange >
ScanMail Management Console.




Getting Started with ScanMail

ﬁ Note

On Windows 2012 platforms, only a desktop shortcut is available.

2.  Type the user name and password.

3. Click Log on.

ﬁ Note

Use the account that belongs to Management Group configured during Setup to
log on the ScanMail installations.

Viewing the Product Console from a Remote Server

Procedure
1. Use a supported browser to access:
<https>://<servername>:<portnumber>/smex

Where "servername" is the name of the server with the ScanMail installation and
"port number" is the port number used to access the server.

Note
By default, HTTPS uses port 16373.

2. Type the user name and password.

3. Click Log on.
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Product Console Main View

The ScanMail web console has an intuitive user interface that provides easy access to all
the functions needed to configure and manage ScanMail.

IREND. . ScanMail™ for Microsoft™ Exchange

Current sérvar: WIN-OLOPQ)! Real-limé menitor Sarver
Summary B rerresn [ Hein
Security Risk Scan 0 You have successfully activated your product. There are 285 day(s) left before your product expires. mere info

Attachment Blocking
Content Filtering

Office 365 Protection mere info

# Data Loss Prevention System .| Security Risks | Spam
# Spam Prevention = v Last 30 Days
# Advanced Spam Prevention Scan Shati k& Glance]
Web Reputation
-
URL Time-of-Click Protecti L E
ime-of-Click Protection = E
Manual Scan
Scheduled Scan 718 714 (1] 15 78 0
Virtual Analyzer Mails Scanned  Attachments Scanned  Security Risks SUSIOUEURLS: - - DataLoss Prevertion) — BuSiass Efai
‘web reputation Incidents Compromise
+ Smart Protection
* Updates Scan Type Detected 3t of Total
PR Total # of detected security risks 0
+ Reports Detected viruses/malware o 0%
It
i Uncleanable viruses/malware 0 0%
PP —— Detected spywars/graywiara o 0%
Detected ad: ed threat: o 0%
Office 365 Protection e advanced firesa=
. Total # of scanned attachments 714
+ Administration
Blocked attachments 526 73.67%
~ | |Total # of scanned messages 718
@) i OBMART Spam messages 4 0.56%
i PROTECTION fi z
I NETWORK Content filtering violations 16 2.23%
L : ;. Suspicious URLs - Web reputation 15 2.08%
Rewritten URLs 0 0%
Datz Loss Prevention incidents 78 10.86%
Total # of advanced spam incidents 0
Phishing messages 0 0%
Business Email Compromise 0 0%
Blocked connections - Email reputation 0
Unscannable message parts 1
Scan Method
Security risk scan method: Conventional Scan
Web reputation source: Smart Protection Network
Smart Protection Service Server Name Service Status  Consale
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Predict Machine Learning service = (] N
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FIGURE 2-1. The product console
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Product Console Elements
Banner
The banner identifies and describes the product and provides access to Trend Micro

support.

@I’?EEE ScanMail™ for Microsoft™ Exchange

Current server: WIN-0JN171PMO0M Real-time monitor Server

FIGURE 2-2. Product console banner

The banner displays the following:
. Current server: The server you manage from this console
+  Real-time monitor: Click to access the Real-time Monitor
For more information, see Understanding Real-time Monitor on page 4-2.
+  Server management: Click to access the Server management console
For more information, see Understanding the Server Management Console on page 4-4.

. Log Off: Click to end your session and close the product console

ﬁ Note

Logging off the product console prevents unauthorized users from modifying the
settings.

«  Help: Get support by selecting an option from the drop-down list
Help options include:
+  Contents and Index: Opens the online help table of contents and index

+  Knowledge Base: Access the Knowledge Base to get the latest information

about product troubleshooting and frequently asked questions
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+  Security Info: Visit the Trend Micro Security Information page to read about
the latest security risks

+  Sales: View the Trend Micro web page to find resellers and service providers
in your area

+  Support: Access the Trend Micro technical support website

+  About: View ScanMail and component version numbers and ScanMail system

information
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Side Menu

The side menu provides access to the main menu items for ScanMail.

@ IREND. . ScanMail™ for Microsoft™ Exchange

Current server: WIN-OLOPQ) Real-time manitor Server

Summary

B retresn G peip
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FIGURE 2-3. Product console side menu
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Configuration Area

The configuration area allows administrators to configure and modify all ScanMail
configurations and options.
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FIGURE 2-4. Product console configuration area
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Getting Help While Using the ScanMail Product Console

ScanMail offers the following types of help:

Procedure

«  To get help using ScanMail features, read the context-sensitive help. Access
context-sensitive help by clicking the help icon ({4 Help) or open the Table of

Contents by selecting Contents and Index from the Help drop-down list in the
banner area.

«  To access troubleshooting and FAQ information, select Knowledge Base from
the drop-down list in the banner area.

To access general information about computer security threats and alerts, select
Security Info from the drop-down list in the banner area.

. To get information about how to contact Trend Micro sales representatives or
service providers, select Sales from the drop-down list in the banner area.

ScanMail Registration

The product package or Trend Micro reseller provides a Registration Key for ScanMail.
Registering ScanMail entitles administrators to standard support and telephone and
online technical support. The length of the maintenance agreement depends on the
contract arranged with the Trend Micro representative, but is usually 12 months.

Administrators must register and activate ScanMail to enable updates (even when using
an evaluation-version Activation Code).

Online Purchase

After completing an online purchase, Trend Micro sends licensing and registration
information, including a number that is used during the product registration process.
The number needed for registration is either a Serial Number or a Registration Key.

A Serial Number is 24 characters in length, including hyphens, in the following format:
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XXX -XXXX-XXXX-XXXX-XXXX

A Registration Key is 22 characters in length, including hyphens, in the following
format:

XX-XXXX-XXXX-XXXX-XXXX

Most Trend Micro products use a Registration Key. When ready to register, go to the
following Trend Micro website:

http:/ /olr.trendmicro.com

Reseller Purchase

When you purchase ScanMail from a reseller, you receive a Registration Key with your
product package or from your Trend Micro reseller. Registering ScanMail entitles you to
standard support, which consists of pattern file updates, product version upgrades, and
telephone and online technical support. The length of the maintenance agreement
depends on the contract you arrange with your Trend Micro representative.

When you register, you receive an Activation Code that you can use to activate ScanMail.

Registering ScanMail

Use one of the following methods to register:

Procedure
+  During installation

The installation program prompts for an online registration using the Registration
Key. Follow the link to the Trend Micro website, register the product, and then
return to the installation program to complete the installation process.

. Online

Visit the following Trend Micro website to register online and receive an Activation
Code:

http://olr.trendmicro.com



http://olr.trendmicro.com
http://olr.trendmicro.com
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+  Contact Trend Micro directly

Provide a Trend Micro representative with the Registration Key to receive an
Activation Code. Trend Micro maintains a list of North American contacts at:

http://www.trendmicro.com/buv/us/enterprise.as

ﬁ Note

For maintenance renewal, contact Trend Micro sales or your reseller. Click Update
License to manually update the maintenance expiration date on the Product License
screen.

For more information, see Technical Support on page 24-1.

ScanMail Activation

The following conditions require activation.
+  Installing ScanMail for the first time

For example, after purchasing a product version from a Trend Micro reseller and
using the registration key to obtain an Activation Code.

+  Changing the version type

For example, after obtaining a new Activation Code from a Trend Micro
representative and using the product console to activate the new version.

ﬁ Note

The evaluation version is fully functional for 30 days, after which ScanMail tasks continue
to run, but no updates occur.

Activate ScanMail during installation or using the product console.



http://www.trendmicro.com/buy/us/enterprise.asp
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Activating ScanMail During Installation

Procedure
1. Run the installation program.
2. Type the Activation Code on the Product Activation screen.

3. Complete the installation to activate ScanMail.

Activating ScanMail Using the Product Console

Procedure
1. Click Administration > Product License.
2. Click Upgrade Instruction to register ScanMail.

The Trend Micro website opens which allows online registration. Register online to
obtain an Activation Code.

3. Click New Activation Code on the Product License screen.
4.  Type the Activation Code in the space provided.

5. Click Activate.

Activation Codes

ScanMail has two types of Activation Code: standard and suite. Both of these have two
types of maintenance agreements: evaluation and full. When you register ScanMail, you
receive one Activation Code depending on whether you chose Standard or Suite and the

evaluation or fully licensed version.
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ﬁ Note

Trend Micro recommends obtaining a new Activation Code before the expiry date to allow
uninterrupted protection for your Exchange server(s). Contact a Trend Micro
representative to renew your license agreement.

For example: You choose ScanMail Suite and decide to install the evaluation version.
You download ScanMail Suite, register, and receive a suite evaluation Activation Code.
When you provide the Activation Code, ScanMail suite evaluation service begins.

Run a pilot installation in a test environment using an evaluation version of ScanMail.

When you decide to install the fully licensed version, use the expetience gained from this
cost-free evaluation.

Standard Activation Code

Using the standard Activation Code activates ScanMail.

TABLE 2-1. Standard Activation Code Features

MAINTENANCE
STANDARD FEATURES
AGREEMENT
Evaluation Using the evaluation Activation Code allows administrators to
implement all ScanMail functions for a limited duration.
Fully licensed A fully licensed Activation Code entitles administrators to the

standard maintenance agreement and implements all
ScanMail functions available for standard activations.
ScanMail provides a warning when the license agreement is
close to expiration.

Suite Activation Code

Using the suite Activation Code activates all the functions of the ScanMail Standard
Activation Code plus content filtering, spam prevention, and End User Quarantine
functions. In addition to scan engine and pattern file updates, you also receive spam
engine and spam pattern file updates. Content filtering screens out undesirable content
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from email messages arriving at the Exchange server. The spam engine and spam
pattern file work to prevent the delivery of spam messages to Exchange client mailboxes.

TABLE 2-2. Suite Activation Code Features

MAINTENANCE

SUITE FEATURES
AGREEMENT

Evaluation Using the evaluation Activation Code allows you to use
ScanMail functions for a limited duration. During the
evaluation period, ScanMail performs security risk scan,
attachment blocking, content filtering, spam prevention, End
User Quarantine, and web reputation functions, as well as
scan engine and pattern file updates.

Once such a code expires, you cannot reuse it. The expiring
code disables any rules or other configuration settings that
were created while it was in use. The expiration of one
Activation Code does not affect another. For instance, if you
are evaluating a product that has separate licensing for spam
prevention, expiration of one license does not affect the other.

Fully licensed A fully licensed Activation Code entitles you to standard
maintenance agreement and allows you to implement the full
functions of ScanMail. ScanMail warns you when your
license agreement is close to expiration.

When a full-version Activation Code expires, you can no
longer download engine or pattern file updates. However,
unlike an evaluation-version Activation Code, when a full-
version Activation Code expires, all existing configurations
and other settings remain in force. This provision maintains a
level of protection in case you accidentally allow your license
to expire.

Suite Activation Code with Additional Features

You can purchase or use a trial version of suite Activation Codes that provide additional
licensing for features in ScanMail. These additional features ate:

+  Email Reputation: ScanMail provides Email Reputation features as a part of spam
prevention. A